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DESCRIPTION 



SECURITY SERVICE MANAGER S YSTEM, 

— ■ 7 



SECURITY SERVICE MANAGER TERMINAL, 



SECURITY SERVICE MANAGING MET HOD, 

■ 7 



SECURITY SERVICE MANAGER PROGRAM, AND 



COMPUTER-READABLE STORAGE MEDIUM 



CONTAINING PROGRAM 

TECHNICAL FIELD 

The present invention relates to a security service 

i 

manager system, terminal, method, computer, and program 
which provide home and other security services, as well as a 
computer-readable storage medium containing such a 
program. 

BACKGROUND ART 

In conventional home security services geared for 
detached houses, apartment houses, and small stores, 
security cameras and sensors, like trespasser sensors, are 
installed at target sites. On detection of an abnormal sensor 
signal, security guards are dispatched. This type of service is 
available when the system is operating in alert mode. The 
sensors can be turned on/off, allowing the user to switch the 
system between alert mode and non-alert mode. The system 



may be switched to the latter mode when the user is at home. 
Typically, users pay flat monthly fees, however long the 
system operates in non-alert mode. 

Currently, home security services have not gained much 
popularity. A likely cause is that the conventional security 
services are mostly targeted at corporate customers, and the 
same strategy is being used for home security services. 
Specific problems of conventional home security services are 
long-term subscription and large dimensions of devices, 
which lead to expensive fees and time-consuming installation 
process. 

Meanwhile, there is a prediction of increasing needs for 
only short-term subscription to home security services, for 
example, until children have grown up in a nuclear family and 
when the parents are out of home or the family is on an 
overseas travel. The needs are met if the user can readily 
install and use the device only when he needs it. There is a 
demand for these new types of home security services. 

However, conventional security services are mostly 
targeted at corporate customers, and their fee schedules are 
based on a long-term subscription. This system is not 
applicable to a short-term user who want to make payment 
only for the services rendered. Conventional home security 
systems have failed to provide a usage-based fee system. 
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DISCLOSURE OF INVENTION 

The present invention, conceived to address the 
problems, has an objective to provide a security service 
manager system, terminal, and method which offer home and 
5 other on-demand security services at usage-based rates. 
Another objective of the present invention is to provide a 
security service manager program which realizes such a 
security service manager system, as well as a 
computer-readable storage medium containing the program. 
10 To address the problems, the security service managing 

method in accordance with the present invention includes: 

the step of, upon incorporating a sensor, registering the 
sensor in a sensor operation information table in which a 
condition of each sensor is managed separately from those of 
15 other sensors; 

the step of tracking the condition of the sensor to keep 
the sensor operation information table updated; 

the sensor control step of obtaining a detection signal 
from the sensor and transmitting the signal to a monitor 
20 device; 

the history recording step of obtaining the condition of 
the sensor from the sensor operation information table so as 
to record operation history of the sensor; and 

the fee calculation step of calculating fees from the 
25 operation history. 
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According to the method, the security services fees can 
be calculated from the operation history of the sensor used 
for the security services. Therefore, the user is charged fees 
based on his usage of the services. The sensor operation 
5 history giving a fee calculation basis may be any one of the 
length of time the sensor was in active operation, the number 
of transmitted images, and other information, or any 
combination of such information. Therefore, the security 
service managing method provides home and other security 

10 services by a usage-based fee system. 

In addition, the security service manager system in 
accordance with the present invention includes a security 
service manager terminal and a central device. The security 
service manager terminal includes: sensor incorporation 

15 setting means for, upon incorporating a sensor, registering 
the sensor in a sensor operation information table in which a 
condition of each sensor is managed separately from those of 
other sensors and tracking the condition of the sensor to keep 
the sensor operation information table updated; a sensor 

20 control section for transmitting a detection signal obtained 
from the sensor to a monitor device; an operation history 
recording section for obtaining the condition of the sensor 
from the sensor operation information table so as to record 
operation history of the sensor; and a service history 

25 reporting section for transmitting the operation history to the 



central device. The central device includes a fee calculation 
section for calculating fees from the operation history of the 
sensor received from the security service manager terminal. 

According to the arrangement, the security services fees 
5 can be calculated from the operation history of the sensor 
used for the security services. Therefore, the user is charged 
fees based on his usage of the services. The sensor operation 
history giving a fee calculation basis may be any one of the 
length of time the sensor was in active operation, the number 

10 of transmitted images, and other information, or any 
combination of such information. Therefore, the security 
service manager system provides home and other security 
services by a usage-based fee system. 

In addition, a security service manager terminal in 

15 accordance with the present invention includes: sensor 
incorporation setting means for, upon incorporating a sensor, 
registering the sensor in a sensor operation information table 
in which a condition of each sensor is managed separately 
from those of other sensors and tracking the condition of the 

20 sensor to keep the sensor operation information table 
updated; a sensor control section for transmitting a detection 
signal obtained from the sensor to a monitor device; an 
operation history recording section for obtaining the condition 
of the sensor from the sensor operation information table so 

25 as to record operation history of the sensor; and a service 
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history reporting section for transmitting the operation 
history recorded by the operation history recording section to 
a central device including a fee calculation section for 
calculating fees from the operation history. 
5 According to the arrangement, the security services fees 

can be calculated in the central device from the operation 
history of the sensor connected to the security service 
manager terminal used for the security services. Therefore, 
the user is charged fees based on his usage of the services. 
10 The sensor operation history giving a fee calculation basis 
may be any one of the length of time the sensor was in active 
operation, the number of transmitted images, and other 
information, or any combination of such information. 
Therefore, the security service manager terminal provides 
15 home and other security services by a usage-based fee 
system. 

Another security service manager terminal in accordance 
with the present invention includes: sensor incorporation 
setting means for, upon incorporating a sensor, registering 
20 the sensor in a sensor operation information table in which a 
condition of each sensor is managed separately from those of 
other sensors and tracking the condition of the sensor t o keep 
the sensor operation information table updated; a sensor 
control section for transmitting a detection signal obtained 
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from the sensor to a monitor device; an operation history 
recording section for obtaining the condition of the sensor 
from the sensor operation information table so as to record 
operation history of the sensor; a fee calculation section for 
5 calculating fees from the operation history; a fee collection 
device; and a fee collection section for collecting the fees 
calculated by the fee calculation section using the fee 
collection device. 

According to the arrangement, fees can be collected 

10 through a prepaid card, e-money, cash, a credit card, etc. 
using a suitable fee collection device. Therefore, the security 
service manager terminal can single-handedly implement the 
fee calculation and collection functionality, as well as the 
obtaining and transmitting of the detection signal from the 

15 sensor. As a result, fees can be collected efficiently at the 
very site where security services are provided. 

Additional objects, advantages and novel features of the 
invention will be set forth in part in the description which 
follows, and in part will become apparent to those skilled in 

20 the art upon examination of the following or may be learned 
by practice of the invention. 

BRIEF DESCRIPTION OF DRAWINGS 

Figure 1 is a schematic functional block diagram 
25 showing the arrangement of a security service manager 
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system in accordance with an embodiment of the present 
invention. 

Figure 2 is a schematic illustration of a security system 



under the control of the security service manager system in 
Figure 1. 

Figure 3 is an illustration of a fee-charging method for 
the security services provided by the security service manager 
system in Figure 1. 

Figure 4 shows an example of a fee information table for 
the security service manager system in Figure 1. 

Figure 5 is an illustration of an example of a terminal 
information table for the security service manager system in 
Figure 1. 

Figure 6 is an illustration of an example of a sensor 
operation information table for the security service manager 
system in Figure 1. 

Figure 7 is an illustration of an example of a setting 
entries information table for the security service manager 
system in Figure 1. 

Figure 8 is a flow chart depicting a start-up process for 
the security service manager system in Figure 1. 

Figure 9 is a flow chart depicting an alert mode process 
for the security service manager system in Figure 1. 

Figure 10 is a flow chart depicting a fee-charging 
process for the security service manager system in Figure 1. 

Figure 1 1 illustrates an example of a screen displayed 
when entering settings into the security service manager 
system in Figure 1. 



Figure 12 is a schematic functional block diagram 
showing the arrangement of a variation of the security service 
manager system in Figure 1. 

Figure 13 illustrates an example of a screen displayed 
when entering settings at the security service manager 
terminal in Figure 12. 

BEST MODE FOR CARRYING OUT THE INVENTION 

Referring to Figures 1 through Figure 13, the following 
will describe an embodiment of the present invention. Figure 
1 is an example of an arrangement where fees are calculated 
by a central device 5 for collection. Figure 12 is an example of 
an arrangement where fees are calculated by a security 
service manager terminal 10 for collection. 

A security service manager system 2 (Figure 2) in 
accordance with the present embodiment allows the user to 
specify periods that he needs the services and the type and 
number of sensors whenever he needs to do so. In the home 
and other security services provided by the system 2, the user 
is charged only for the time lengths he received the services. 
To this end, the security service manager system 2 records 
usage history (operation history table TBL5, terminal 
information table TBL2) based on which use fees are 
calculated. The history records enable short-term (e.g. 24 
hours to a few days) security services. 



Referring to Figure 3, the security service manager 
system 2, for example, adds up the time lengths for which 
security services were actually rendered and calculates the 
fees based on the sum. Equation (1) below is an example 
formula for the fee calculation. Specific values of the unit 
prices, coefficients, etc. used in the evaluation of equation (1) 
are specified in the fee information table TBL1 (Figure 4) in 
advance. Equation (1) may be changed where necessary by the 
addition of a coefficient for instance. Hereafter, the present 
embodiment will focus on fee calculations using equation (1); 
fees may however be calculated using other suitably devised 
equations depending on service configuration. 

Fees = Subscription Type 

n 

x [{Pattern-specific Unit Price 

+ (Sensor Price Per Unit Time x Sensor Count) 
+ (Camera Price Per Unit Time x Camera Count)} 
x Sensor Usage Time ti] •••(!) 
In the equation, the "security alert pattern" identifies, 
for example, one of three security alert patterns: In security 
alert pattern 1, nothing is done more than transmitting the 
sensor signal output to the user. Pattern 2 requires the user 

to confirm a sensor signal output, after which security guards 

l 

may be dispatched upon a user request. Pattern 3 offers a 
complete set of services where when the security services 
company confirms a sensor signal output, it dispatches 



security guards if necessary, depending on the unusual 
situation. The "pattern-specific unit price" refers to a fee per 
unit time specified for each security alert pattern. 

The "subscription type" distinguishes, for example, 
between a single-period subscription, a multiple-period 
subscription, and a continuous subscription. For the purpose 
of evaluating equation (1), the subscription type is a 
predetermined constant and common to all the security alert 
patterns. 

The "sensor price per unit time" and "camera price per 
unit time" are predetermined fees for sensor/camera per unit 
time. These prices may be either common to all the security 
alert patterns or specific to each of the security alert patterns. 
The "sensor count" and "camera count" are the number of 
sensors/cameras used in each alert period tl to tn in the 
subscription period. 

Referring to Figure 3, in a single-period subscription, 
equipment is installed before alert period tn and removed 
after alert period tn. Fees are charged only for alert period tn 
during which the equipment is switched to alert mode. In a 
multiple-period subscription, equipment is installed before 
alert period tl and removed after alert period t2. Fees are 
charged only for alert periods tl and t2 during which the 
equipment is switched to alert mode. A continuous 
subscription has no fixed time for equipment removal. Fees 



are charged only for alert periods tl to tn during which the 
equipment is switched to alert mode. In multiple-period or 
continuous subscriptions, the security alert pattern, the 
number of sensors/cameras, etc. may be varied from one alert 
period to the other in the subscription period. 

In this manner, the security service manager system 2 is 
capable of calculating use fees in accordance with the time 
that security monitoring was actually implemented (service 
usage time). In cases of a security camera, for example, where 
motion video is used in monitoring, the use fees may be 
calculated based on the number of frames (still images) 
transmitted. In addition, if the installed sensors/cameras are 
all used in any alert period, that is, there are no changes 
from one alert period to another in the type /number of active 
sensors/cameras, service usage times can be added up for 
each security alert pattern to facilitate use fees formula. 

Also, the security service manager system 2 provides a 
self-setting time security service where the user has to handle 
works up to the start of the service, including the installation 
of security equipment and the entry of various information to 
the system. To this end, the security service manager system 
2 supports plug and play operation with cameras and other 
sensors. As the user connects a sensor to the security service 
manager terminal 10 and turns on power supply, the sensor 
is automatically integrated to the syistem and becomes ready 



to use. Thus, the user can handle all the works from 
registration to the start of the service. 

The security service manager system 2 is thereby 
capable of providing on-demand home security services at 
usage-based rates. In addition, fees may be collected prior to 
use using prepaid cards. Moreover, security equipment may 
be rented out. 

Referring to Figure 2, in the security system 1, the 
central device 5 is connected to a local security system 3 over 
a public network 4 and to the observation monitor (monitor 
device) 7 and the user terminal (monitor device) 8 over the 
Internet 6. 

The central device 5, installed at a security services 
company providing security services using the security system 
1, manages the entire security services. The central device 5 
is connected to local security systems 3 installed at multiple 
target monitoring sites over the public network 4. The public 
network 4 may be a telephone network, mobile phone network, 
packet communications network, or PHS (personal 
handyphone system). 

The local security system 3 is installed at a target 
monitoring site, such as the house or small store of the user. 
In the local security system 3, security cameras and 
trespasser and like sensors 12 are located at various places. 
Signal outputs are collected by the security service manager 



terminal 10 and transferred to the observation monitor 7 and 
the user terminal 8. 

The security service manager terminal 10 in the local 
security system 3 is connected to the central device 5 over the 
public network 4 for two-way communications, so as to make 
up the security service manager system 2. The central device 
5, the security service manager terminal 10, and the sensors 
12 are assigned IP (Internet protocol) addresses. 

Here, the security service manager terminal 10, a 
gateway to the local security system 3, includes, for example, 
a computer including a CPU, a memory, and an interface to 
external devices all integrated on a single chip, as well as a 
display and an input device which are connected to the chip. 
The display is, for example, an LCD (liquid crystal display). 
The input device is, for example, a key pad. Constructed very 
simply in this manner, the security service manager terminal 
10 is compact, cheap, and easy to install and set up. 

The present embodiment focuses on basic functionality, 
i.e., signal transfers and fee calculations, of the security 
service manager system 2. Higher functionality may be 
provided, preferably, in the central device 5. This will enable 
the security service manager system 2 as a whole to achieve 
high-level functionality even if the local security system 3 is 
made up of simple equipment. The security service manager 
system 2 is not of course limited to the centralized structure 



where various functions run on the central device 5; more 
functions may be implemented on the security service 
manager terminal 10 in a distributed structure. Those 
functions to be moved to the security service manager 
terminal 10 may be selected suitably in accordance with 
specifications required in the security service manager system 
2. 

The observation monitor 7 is installed at a security 
company for a monitoring purpose. The company deploys 
security guards to the user's house or another target 
monitoring site when the observation monitor 7 displays a 
detection signal indicating an abnormality or when the 
company receives such a request from the user. 

The user terminal 8 is assigned as an information 
transmission destination in advance so as to allow the user to 
enter monitoring plan settings, check the monitoring 
condition, control sensors, and check fee estimation and 
charge. The user terminal 8 may be, for example, a mobile 
phone that the user always carries with him. 

In this manner, the security service manager terminal 10 
is connected to the central device 5 at the security services 
company, the observation monitor 7 at the security guards 
company, and the user's user terminal 8 over the public 
network 4 and the Internet 6 which are wide area 
communications networks. In this structure, the security 
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guards and the user can track the sensing condition of the 
sensors 12 through the information sent from the security 
service manager terminal 10 in the local security system 3, 
which in turn enables, for example, security monitoring while 
5 the house is empty. 

Figure 1 is a schematic functional block diagram 
showing an arrangement example of the security service 
manager system 2, that is, the local security system 3 and the 
central device 5. The arrangement is designed to calculate 
10 and collect fees in the central device 5. 

= Referring to Figure 1 : , the local security system 3 

includes the security service manager terminal 10 and the 
sensors 12 communicatively connected to the terminal 10 over 
a mostly wireless sensor network 11. 

15 The sensor 12 detects an abnormality of a monitoring 

target and outputs a detection signal indicative of results of 
the detection. Typically, the sensor 12 is selected so that it 
will match a specific purpose, such as, house break-in 
monitoring; fire monitoring; infant, patient, or pet monitoring; 

20 or car theft monitoring for installation at a suitable location 

for that purpose. 

Examples of sensors for the detection of a human body 
and other object include photoelectric sensors, beam sensors, 
ultrasonic sensors, and infrared sensors. Those for the 

25 detection of a motion or damage to an object include vibration' 
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sensors and acceleration sensors (3D sensors). Those for 
sound detection include microphones, pitch sensors, and 
acoustic sensors. Those for image capture include video 
cameras. Those for the detection of a fire and associated 
5 phenomena include temperature sensors, smoke sensors, and 

humidity sensors. Those mounted to moving objects, primarily 
humans and cars, include GPS (global positioning system) 
devices, acceleration sensors, windshield wiper ON/OFF 
sensors, vibration sensors, and tilt sensors. Those installed 

10 indoors include light ON/OFF sensors and water leak sensors. 

Those installed outdoors include rain gauges, wind gauges, 
and thermometers. There are various other sensors: 
capacitance level sensors, capacitive break-in sensors, 
electric current sensors, voltage sensors, door 

15 opening/closure detecting reed switches, and time detecting 

clocks. 

In this manner, the sensor 12 is not limited to devices 
generally called "sensors." The sensor 12 may be any kind of 
device which detects an event and for example, converts a 
20 result into an electric signal for output. 

In addition, the sensor 12 may be a security camera. The 
security camera here is refer to a device which includes an 
image capture section built around, for example, a camera 
tube, CCD (charge coupled device) image capture element, or 
25 CMOS - (complementary metal oxide semiconductor) image 



capture element, as well as is equipped with zoom and 
autofocus functions and capable of operating either 
automatically or under the control of signals from the 
security service manager terminal 10. The security service 
manager terminal 10 is also capable of generating control 
signals in response to a request from the central device 5, the 
observation monitor 7, and the user terminal 8. These active 
sensors can perform more precise detection in accordance 
with the event. 

Further, the sensor 12 may be autonomous. Here, the 
autonomous sensor is refers to a device which, for example, 
periodically notifies the security service manager terminal 10 
of information on the sensor itself ("sensor information") and 
detection results. The sensor information indicates, for 
example, the type (inclusive of its detection target) and layout 
(position) of the sensor. 

In some cases, the sensor are attached to moving objects 
like cars. Moving the sensor may change the information 
derived from the sensor's detection results. Take, for example, 
a thermometer mounted to a car as a sensor sensing air 
temperature; results represent air temperatures at different 
places, depending on the location of the car, hence, of the 
sensor. Using an autonomous sensor in such situations 
makes it possible to continuously keep track of where the 
sensor is sensing air temperature. • 
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Figure 1 shows, as examples of the sensors 12, a sensor 
12a which is a security camera and a sensor 12b which is an 
infrared trespasser sensor. The sensors 12a and 12b are mere 
examples. The sensors 12 may be any of the sensors in the 
above listing. Moreover, Besides, although Figure 1 shows 
only the sensor 12a and the sensor 12b provided in the local 
security system 3, many more sensors 12 may be provided in 
practice. 

The sensors 12 are capable of plug and play operation 
with the security service manager terminal 10, as will be 
detailed later. 

The security service manager terminal 10 supervises the 
entire security services available with the local security 
system 3. Notable functions of the security service manager 
terminal 10 are transmission of the information obtained by 
the sensors 12 to the outside observation monitor 7 and the 
user terminal 8 (sensor master function) and fee charging for 
the security services used by the user. 

Specifically, as shown in Figure 1, the security service 
manager terminal 10 includes a sensor control section (sensor 
control means) 21, a service managing section 22, a data 
storage section 23, a sensor-end communications interface 24, 
a host-end communications interface 25, and a 
human/machine interface 26. 

The sensor control section 21, receives detection signal 



outputs from the sensors 12 over the sensor network 11 
which is a wireless communications network and transmits 
the detection signal to the outside observation monitor 7 and 
the user terminal 8 via the central device 5. Especially, the 
sensor control section 21 sends an alert signal to the 
observation monitor 7 and the user terminal 8 upon 
occurrence of an abnormality. The sensor control section 21 
may transmit the detection signal outputs of the sensors 12 
directly to the observation monitor 7 and the user terminal 8 
without going through the central device 5. 

The sensor control section 21 operates the sensors 12 in 
accordance with an operation plan recorded in a setting 
entries information table TBL4 (Figure 7). Further, the sensor 
control section 2 1 can control the sensors 12 in accordance 
with instructions from the central device 5, the observation 
monitor 7, and the user terminal 8. 

The sensor control section 21 also stores detection 
result outputs of the sensors 12. Specifically, an operation 
history recording section (history recording means) 21b 
records the operation history of the sensors 12 in the 
operation history table TBL5 in real time. 

Further, the sensor control section 21 includes a sensor 
integration setup section 21a which sets up the connection of 
the sensors 12 to the security service manager terminal 10 
and the central device 5 (i.e., the security service manager 



- 20 - 

system 2) by plug and play. The sensor integration setup 
section 21a establishes a plug and play connection by 
obtaining ID codes from the sensors 12. 

Now, referring to Figure 8, the start-up operation of the 
security service manager system 2 will be briefly described. 
The focus is on the plug and play connection of the sensors 
12 to the security service manager terminal 10. 

Referring to Figure 8, as the user installs and powers on 
the security service manager terminal 10 (Sill), the security 
service manager terminal 10 automatically starts operation 
and stands by for a command input from the user and ready 
signals from the sensors and cameras (SI 12). 

When the user installs and powers on the security 
camera 12a and the trespasser sensor 12b (S121), the 
security camera 12a and trespasser sensor 12b automatically 
start operation and transmit a ready signal to the security 
service manager terminal 10. 

Upon receiving ready signals from the security camera 
12a and the trespasser sensor 12b, the security service 
manager terminal 10 sends back a response signal. Having 
detected the signal, the security camera 12a and the 
trespasser sensor 12b transmit their own ID codes and 
operating conditions (S122). The ID codes of the sensors 12 
are designated specific to sensor types /individual sensors 
(different ID codes for identical, but different sensors). When 



the sensor equipment is rented out, the rental business entity 
may specify the ID codes. 

The security service manager terminal 10 receives ID 
codes and other information from the sensors 12 (SI 13) from 
which the terminal 10 automatically devises a sensor 
operation information table TBL3 (Figure 6) (SI 14). The 
security service manager terminal 10 repeats steps 112 to 114, 
registers all the sensors 12 with the sensor operation 
information table TBL3 (SI 15), displays so, and waits for 
confirmation by the user (SI 16). 

When the user enters confirmation (S131), the security 
service manager terminal 10 dials up or otherwise connects to 
the central device 5 to transmit an initial setting request 
(S117). 

Meanwhile, the central device 5 is powered on (S101) 
and performs various operations as a security monitoring 
center system (S102). Upon receiving the initial setting 
request from the security service manager terminal 10 (SI 03), 
the central device 5 returns a response signal. As the security 
service manager terminal 10 detects the return signal, the 
security service manager terminal 10 transmits initial setting 
information (SI 18). 

Based on the received initial setting information, the 
central device 5 devises a terminal information table TBL2 
(Figure 5) that. is necessary as 1 the security monitoring center 
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(SI 05) and incorporates the security service manager terminal 
10 to the security system 1. 

Steps 121, 122 and steps 112 to 118 are executed every 
time a sensor 12 is connected. Steps 121, 122 are executed by 
that sensor 12, and steps 112 to 118 by the security service 
manager terminal 10: More specifically, when a sensor 12 is 
connected to the security service manager terminal 10, the 
sensor integration setup section 21a registers that sensor 12 
with the sensor operation information table TBL3 and notifies 
the central device 5. The central device 5 then sets up the 
terminal information table TBL2 based on the notification. 

In this manner, the security service manager terminal 10 
and the sensors 12 incorporated to the security system 1 
through plug and play; the user can therefore attach 
equipment to the local security system 3. As a result, tasks in 
attaching the equipment are reduced. As soon as the user 
attaches the equipment, security services using that 
equipment can be immediately provided. Specifically, the 
security services involving the central device 5 are improved 
because of the central device 5 being capable of managing the 
sensors 12 individually. For example, the central device 5 can 
manage image data acquired using the security camera 12a 
and control the security camera 12a. 

The service managing section 22 has a service setting 
section 22a and a service history reporting,section 22b. 
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The service setting section (operation plan specifying 
means) 22a makes an operation plan setting for the sensors 
12 and registers the setting with the setting entries 
information table TBL4 (Figure 7). Specifically, the service 
5 setting section 22a makes a sensor 12 ON/OFF plan setting 
under which the user can switch between the alert mode 
where the user receives security services and the non-alert 
mode where the user discontinue the security services when, 
for example, he is at home. Different settings can be made for 

10 different sensors 12. It is also possible, of course, to switch to 
alert mode immediately after the user makes such settings. 
The condition of the sensors 12 is tracked by the sensor 
integration setup section 21a to keep the sensor operation 
information table TBL3 updated. 

15 When the user specifies an operation plan through the 

human/machine interface 26, the service setting section (fee 
estimation means) 22a calculates fee estimates in accordance 
with inputs (service usage time [equal to the alert period upon 
estimation], security alert pattern, and sensor count) and 

20 displays the estimates (Figure 11). Thus, the user can 
simulate the use of security services in advance to check the 
fees. Through the service setting section 22a can be changed 
the subscription type, as well as the operation plan for the 
sensors 12. 

25 The service history reporting section (service history 
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reporting means) 22b transmits the operation history of the 
sensors 12 to central device 5 based on the operation history 
table TBL5 stored in the operation history recording section 
21b. The transmission is carried out, for example, at the end 
of the alert period, that is, when the alert mode is switched 
off. 

The sensor-end communications interface 24 performs 
wireless communications, for example, using RF (radio 
frequency) signals. The sensor-end communications interface 
24 enables the sensor control section 21 to perform 
bidirectional data communications with the sensor 12 over 
the sensor network 11. The wireless communications scheme 
here may be, for example, a specified small power wireless 
communications system and a wireless LAN. Any other 
technology capable of wireless communications may be used. 
Examples include an IEEE 802.11 compatible wireless LAN 
and a Bluetooth (registered trademark) network. 

The host-end communications interface 25 provides a 
communications interface with the public network 4: namely, 
telephone networks, mobile phone networks, packet 
communications networks, and PHSs. 

The human/ machine interface 26 provides an input 
means, such as a keyboard and a touch panel, and an output 
means such as an LCD (liquid crystal display). 

The data storage section 23 stores the fee information 



table TBL1, the equipment operation information table TBL3, 
the setting entries information table TBL4, and the operation 
history table TBL5. 

Referring to Figure 4, the fee information table TBL1 
records predetermined, specific unit price and coefficient 
settings for use fee calculations. The calculations are done, 
for example, by a fee calculation section 52b (Figure 1) in the 
central device 5 or a fee calculation section 22c (Figure 12) in 
the security service manager terminal 10' (detailed later) 
using aforementioned equation (1). 

Referring next to Figure 6, the equipment operation 
information table TBL3 records the ID codes and the 
connecting and operating condition settings for the sensors 
12 connected to the security service manager terminal 10. The 
ID codes identify the sensors 12 in the security service 
manager system 2. The connecting condition setting indicates 
whether the sensor 12 is connected operatively to the security 
service manager terminal 12. The operating condition setting 
indicates whether the sensor 12 is turned on/off. 

Referring to Figure 7, the setting entries information 
table TBL4 records start time, end time, security alert pattern, 
and active sensor settings as a security service plan under 
which the sensors 12 operate. The security alert pattern 
setting indicates, for example, one of aforementioned security 
alert patterns 1 to 3 determining specific services offered. The 



- 26 - 

active sensor setting identifies the sensors 12, by their ID 
codes, which are actually used in the security operation. 

In addition, as shown in Figure 1, the central device 5 
include a detection signal transfer section 51, a terminal 
managing section 52, a data storage section 53, a 
terminal-end communications interface 54, and a monitor-end 
communications interface 55. 

The detection signal transfer section 51 receives a signal 
indicative of the detection of the sensor 12 from the sensor 
control section 2 1 and transmits the signal to the outside 
observation monitor 7 and the user terminal 8 among others. 
The detection signal transfer section 51 receives a request to 
control the sensors 12 from the observation monitor 7 and the 
user terminal 8 among others and transmits to the sensor 
control section 21. 

The terminal managing section 52 manages data related 
to security services for each security service manager 
terminal 10. The terminal managing section 52 includes a 
service history managing section 52a, a fee calculation 
section 52b, and a fee collection section 52c. 

The service history managing section 52a updates the 
terminal information table TBL2 (Figure 5) on the basis of the 
operation history of the sensors 12 received from the service 
history reporting section 22b for each alert period. 

The fee calculation section (fee calculation means) 52b 



calculates fees in reference to the fee information table TBL1 
based on the operation history of the sensors 12 recorded in 
the terminal information table TBL2 by the service history 
managing section 52a and records the calculations in the 
terminal information table TBL2. To display fee estimates on 
the security service manager terminal 10 or the user terminal 
8, the operation plan may be transmitted to the central device 
5 so that the fee calculation section 52b can calculate the 
estimates for display. 

The fee collection section 52c handles processes related 
to the payment of outstanding bills through credit cards, 
prepaid cards, e-money, cash, etc. Data on outstanding bills 
is recorded in the terminal information table TBL2 by the fee 
calculation section 52b. 

For example, the fee collection section 52c 
transmits/mails bills to users. Alternatively, a fee collection 
device 27 (detailed later; see Figure 12) may be provided to 
the security service manager terminal 10 so that fees can be 
collected at the security service manager terminal 10 
according to instructions from the fee collection section 52c. 
In this alternative configuration, the fee calculation section 
52b and the fee collection section 52c are provided in the 
central device 5;fee data is again collected and managed at 
one place, giving high level of security and preventing illegal 
use. 



- 28 - 

The data storage section 53 stores the fee information 
table TBL1 and the terminal information table TBL2. The fee 
information table TBL1 (Figure 4) is identical to the table 
stored in the data storage section 23 in the security service 
manager terminal 10. 

Referring to Figure 5, the terminal information table 
TBL2 records settings related to alert mode: i.e., start time, 
end time, security alert pattern, 

active sensor count, camera count- service usage time, basic 
fees, subscription coefficient, and fee total settings. The 
service usage time setting indicates the length of time in 
which security services were used and calculated from the 
start and end time settings. The basic fees setting indicates 
the fees before the multiplication by the subscription type 
coefficient in equation (1). The fee total setting indicates the 
amount of unpaid fees for each terminal information table 
TBL2. The terminal information table TBL2 displayed on the 
user terminal 8 by the terminal managing section 52 or on the 
human/machine interface 26 by the service managing section 
22 in accordance with a request from the user or other 
people. 

The terminal-end communications interface 54 provides 
a communications interface with the public network 4; namely, 
telephone networks, mobile phone networks, packet 
communications networks, and PHSs. 
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The monitor-end communications interface 55 provides a 
communications interface with the Internet 6. 

As mentioned above, in the security service manager 
system 2, the operation history of the sensor 12 (start and 
end times of security operation, security alert pattern, sensor 
count, and camera count) is transferred to the operation 
history recording section 21b, the service history reporting 
section 22b, and the service history managing section 52a in 
this order, so as to calculate fees from service usage time 
using equation (1). The condition of the sensor 12 is 

obtainable from the sensor operation information table TBL3. 

> 

The service setting section 22a separately transmits the 
subscription type to the service history managing section 52a 
when the subscription is renewed. Thus, the security service 
manager system 2 can calculate fees in accordance with the 
length of time security monitoring was actually performed. 

The security service manager terminal 10 (10' (Figure 
13)) may be built from a general-purpose computer. The 
central device 5 (5* (Figure 13)) may be built from a 
workstation, personal computer, or other general-purpose 
computer. In other words, the security service manager 
terminal 10 (10') and the central device 5 (5')each contain a 
CPU (central processing unit) executing instructions of a 
computer program (security service manager program) 
realizing its functions; a ROM (read only memory) storing boot 
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logic; a RAM (random access memory) to load the computer 
program; a hard disk or like storage device (storage medium) 
storing the computer program and various data; input devices, 
such as a keyboard, a mouse, and a touch panel,; output 
devices, such as a monitor and speakers; and 
communications equipment for communications with other 
devices. The information deliver program is recorded on a 
medium, such as a floppy (registered trademark) disc, hard 
disk, magnetism tape, CD-ROM, optical disc, magneto-optical 
disc, or MD, or in a ROM/RAM memory so that the program 
can be read by a computer. 

Next, referring to Figure 9 to Figure 12, the operation of 
the security system 1 will be described. 

Figure 9 is a flow chart illustrating the alert mode 
process of the security system 1. 

Under the control of the sensor control section 21 based 
on the setting entries information table TBL4 (Figure 7), the 
trespasser sensor 12b switches from standby to alert mode to 
perform security monitoring at the security operation start 
time (S201). The trespasser sensor 12b is activated around 
the clock; upon detection of an abnormality, it sends a 
detection signal to the sensor control section 21 to request 
that the security camera 12a start operating. 

The sensor control section 21, as it receives the 
operation start request for the security camera 12a from the 



trespasser sensor 12b (S211), sends a camera image capture 
instruction to the security camera 12a (S212). In accordance 
with the instruction, the security camera 12a starts image 
capturing and sends captured camera images. The sensor 
control section 21 transmits the camera image and the sensor 
information received from the security camera 12a and the 
trespasser sensor 12b to the central device 5 (S213). 

Next, the central device 5 accumulates the camera image 
and sensor information received from the sensor control 
section 21 (S222) and performs a predetermined security alert 
pattern operation based on the security alert pattern 
information given by the user. 

Specifically, to implement security alert pattern 1 or 2 
(NO in S222), an abnormality notification and a camera image 
are transmitted to the mobile terminal/telephone which is the 
user terminal 8 of the user (S214). If there is a security guard 
dispatch request from the user having confirmed the 
information (S231, S232), security guards are dispatched 
(S243). To implement security alert pattern 3 (YES in S222), 
an abnormality notification and a camera image are 
transmitted to the observation monitor 7 of a security guard 
dispatch company (S223). If an operator, having confirmed 
the information, decides that security guards be dispatched 
(S241, S242), security guards are dispatched (S243). 

In step 232, if the user wishes that security guards be 
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dispatched when the operation plan indicates security alert 
pattern 1, the user may change the plan to security alert 
pattern 2. Alternatively, no change to the security alert 
pattern is allowed once security operation is started, while 
giving an optional service of dispatching security guards. 

Figure 10 is a flow chart illustrating processing in the 
security service manager terminal 10 and the central device 
5. : 

First, the user installs various security equipment 
(security service manager terminal 10, security camera 12a, 
trespasser sensor 12b) constituting the local security system 
3 at target monitoring sites. Then, the user enters the 
security operation start/end time, security alert pattern, and 
other settings through the human/machine interface 26 

(5301) . 

As the service setting section 22a receives the setting 
information as entered by the user (S3 11), the sensor 
integration setup section 21a checks the condition of the 
sensor 12 to produce the sensor operation information table 
TBL3 and display the connection/operation condition of the 
sensor 12 on the human/machine interface 26 (S312). From 
the available sensors on display, the user selects a sensor, a 
camera, etc. for use in a security operation. The user then 
checks the security operation plan (sensor operation plan) 

(5302) . At this time, the human/machine interface 26 
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displays, the estimated fees calculated by the service setting 
section 22a in reference to the fee information table TBL1. 
See Figure 11. A set of alert periods may be specified in the 
security operation plan at once. 

As the user confirms the entered settings and enters 
"OK," the service setting section 22a produces the setting 
entries information table TBL4 based on the setting 
information as entered by the user (S3 13) and transmits the 
table TBL4 to the service history managing section 52a in the 
central device 5 (S3 14). The service history managing section 
52a then automatically produces various tables, including the 
terminal information table TBL2, which are necessary for the 
system based on the information on the setting entries 
information table TBL4 transmitted from the service history 
reporting section 22b (S331). 

The security service manager terminal 10 sets the 
setting entries information table TBL4 and thereafter switches 
to standby for alert mode (alert mode turned off). At the 
security operation start time of the first alert period tl (S3 15), 
the sensor control section 21 activates the sensor 12, and the 
operation history recording section 21b starts recording 
history (S3 16). Thereafter, at the specified security operation 
end time (S3 17), the sensor control section 21 deactivates the 
sensor 12, and the service history reporting section 22b 
retrieves the operation history of the sensor 12 from the 
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operation history table TBL5 for transmission to the service 
history managing section 52a (S318). The security service 
manager terminal 10 then obtains the start time of a next 
alert period and switches to standby (S320). The security 
service manager terminal 10 repeats the alert mode on/off 
operation (S3 15 to S3 18) until there is no more alert period ti 
(i = 1 to n) specified in the sensor operation information table 
TBL3 (S319). 

In contrast, the central device 5 updates the terminal 
information table TBL2 produced in step 331 by the service 

history managing section 52a every time it receives a history 

.1 

report from the service history reporting section 22b (S332). 
For each update, the fee calculation section 52b calculates 
fees based on the history in accordance with the subscription 
type using equation (1) (S333). Further, the fee collection 
section 52c changes the user an amount equal to the fees at 
an appropriate timing (S334) to collect the payment from the 
user (S303). The fee collection section 52c may charge the 
user when there is no more planned alert period, for each 
alert period, once every two periods, or once per 
predetermined unit period. 

If the user makes an instruction to alter the security 
operation plan, the process always returns to the step S3 12 
to alter the setting entries information table TBL4. The 
service setting section 22a displays an equipment removal 
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plan on the human/ machine interface 26 when the 
subscription soon expires. 

Figure 11 is a screen shot, as an example, of the 
human/machine interface 26 in the security service manager 
terminal 10 when the user makes a security operation plan. 

As shown in Figure 11, the start time, the end time, and 
the security alert pattern, items necessary to produce the 
setting entries information table TBL4, are displayed waiting 
for entries. The numbers of sensors/ cameras selected by the 
user on a sensor/camera selection screen (not shown) appear 
next to "Sensor Count" and "Camera Count." The video as 

\ 

shot with the security camera 12a which will be used is 
displayed on a monitor. An alert period is calculated from the 
start time and the end time for display. Based on the alert 
period and other setting entry information, a fee estimate is 
calculated and displayed referring to the fee information table 
TBL1. 

As in the foregoing, the security service manager system 
2 lets the user handle all the processing up to the start of the 
services, hence requires no staff to attend the central device 5. 
The system 2 thus greatly reduces the time and cost over 
conventional systems. In addition, since fees are charged on 
the basis of history, hourly security services based on 
detailed fees settings are realized which were impossible with 
conventional systems. 
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Figure 12 is a schematic functional block diagram 
illustrating another configuration of the security service 
manager system 2, where the security service manager 
terminal 10 calculates and collects fees. The following 
5 description will focus differences, from the configuration in 

Figure 1. 

As shown in Figure 12, the security service manager 
terminal 10' has the same configuration as the security 
service manager terminal 10 ^except that the former 

10 additionally contains a fee collection device 27 and also that 

the service managing section 22 additionally contains a fee 
calculation section 22c and a fee collection section 22d. 
Compared with the central device 5, the central device 5' 
lacks the fee calculation section 52b and the fee collection 

15 section 52c in the terminal managing section 52 and the fee 

information table TBL1 in the data storage section 53. 

The fee calculation section (fee calculation means) 22c 
performs almost identical processing as the fee calculation 
section 52b (Figure 1). Specifically, the fee calculation section 

20 22c calculates fees based on the operation history of the 

sensor 12 which is retrieved from the operation history table 
TBL5. Thus, the user is charged only the fees for the services 
actually rendered. 

The fee collection section (fee collection means) 22d 

25 collects the fees calculated by the fee calculation section 22c 



through the fee collection device 27. The security service 
manager terminal 10' accommodates a prepaid card device as 
the fee collection device 27. The fee collection device 27, if 
suitably selected, can collect fees through IC cards, e-money, 
and in cash, etc. 

The operation of the security service manager terminal 
10' and the central device 5' is almost identical to the 
operation described in reference to Figure 10. Differences, 
however, do exist: (i) In step S301- the fee collection section 
22d reads the remaining deposits charged on the prepaid card 
in the fee collection device 27. (ii) In step S303, the fee 
collection section 22d deducts the fees from the deposits on 
the prepaid card in the fee collection device 27. 

(iii) The fee collection section 22d checks the remaining 
deposits on the prepaid card at appropriate timings where 
necessary and when it detects an insufficient deposits, 
displays a message requesting an additional prepaid card on 
the human/machine interface 26. The message may be 
displayed on the user terminal 8 too. When the prepaid card 
has no more deposits, and a request for another card is 
followed by no insertion of a new card, the security operation 
may immediately be suspended. Alternatively, the security 
operation may be continued at increased fees. 

Figure 13 is a screen shot^ as an example, of the 
human/machine interface 26 in the security service manager 
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terminal 10' when the user makes a security operation plan. 

As shown in Figure 13, the display produced by the 
security service manager terminal 10* is almost identical to 
the one in Figure 1 1 except that it displays the currently 
remaining deposits and also that it displays a fee estimate 
along with the deposit count corresponding to the fee 
estimate. 

In this manner, the security service manager terminal 
10' can collect fees through a prepaid card, a service not 
available with conventional security systems. The user may 
readily buy prepaid cards at a supermarket, for example, 
whereas the security services company can collect fees before 
actually rendering services. 

In addition, information other than the remaining 
deposits may simultaneously be read from the prepaid card 
for use in security services. 

Alternatively, with no fee collection device 27 contained 
in the security service manager terminal 10', the fee 
collection section 22d may directly access a computer of a 
credit card company, for example, to make necessary 
transactions to charge on the user's credit card. Further, if 
the sensor control section 21 directly sends a detection signal 
to the observation monitor 7 or the user terminal 8, the 
central device 5 can be omitted. 

The security service managing method in accordance 
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with the present invention may include: the sensor control 
step of obtaining a detection signal from a sensor and 
transmitting the signal to a monitor device; the history 
recording step of recording operation history of the sensor; 
and the fee calculation step of calculating fees from the 
operation history. 

According to the method, the security services fees can 
be calculated from the operation history of the sensor used 
for the security services. Therefore;, the user is charged fees 
based on his usage of the services. The sensor operation 
history giving a fee calculation basis may be any one of the 
length of time the sensor was in active operation, the number 
of transmitted images, and other information, or any 
combination of such information. Therefore, the security 
service managing method provides home and other security 
services by a usage-based fee system. 

The security service managing method in accordance 
with the present invention may further include the operation 
plan specifying step of specifying an operation plan for the 
sensor, wherein the sensor control step includes a sub-step of 
operating the sensor in accordance with the operation plan. 

According to the method, further in the security services, 
the sensor is operated in accordance with an operation plan 
specified in advance by the user. Besides, the user is charged 
fees based on his usage of the services based on the operation 
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history of the active sensor; a completely usage-based fee 
system is possible with a discrete security operation schedule. 
Therefore, the security service managing method provides 
on-demand home and other security services by a 
usage-based fee system. 

The security service managing method in accordance 
with the present invention may include the fee estimation 
step of calculating and presenting a fee estimate from the 
operation plan. 

According to the method, a fee estimate can be 
presented based on the operation plan for the sensor. Thus, 
the user can first check the fees which will be charged if he 
receives security services in accordance with the specified 
operate plan, before confirming the operate plan. 

The security service managing method in accordance 
with the present invention may include the fee collection step 
of collecting the fees calculated in the fee calculation step 
using a fee collection device. 

According to the method, fees can be collected through a 
prepaid card, e-money, cash, a credit card, etc. using a 
suitable fee collection device. Therefore, the security service 
managing method can efficiently collect fees at the very site 
where security services are provided. 

In addition, the security service manager system in 
accordance with the present invention includes a security 
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service manager terminal and a central device. The security 
service manager terminal includes: sensor control means for 
transmitting a detection signal obtained from a sensor to a 
monitor device; history recording means for recording 
operation history of the sensor; and history reporting means 
for transmitting the operation history to the central device. 
The central device includes fee calculation means , for 
calculating fees from the operation history of the sensor 
received from the security service manager terminal. 

According to the arrangement, the security services fees 
can be calculated from the operation history of the sensor 
used for the security services. Therefore, the user is charged 
fees based on his usage of the services. The sensor operation 
history giving a fee calculation basis may be any one of the 
length of time the sensor was in active operation, the number 
of transmitted images, and other information, or any 
combination of such information. Therefore, the security 
service manager system provides home and other security 
services by a usage-based fee system. 

The security service manager system in accordance with 
the present invention may be such that the security service 
manager terminal further includes operation plan specifying 
means for specifying an operation plan for the sensor, and the 
sensor control means causes the sensor to operate in 
accordance with the operation plan. 
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According to the arrangement, further in the security 
services, the sensor is operated in accordance with an 
operation plan specified in advance by the user. Besides, the 
user is charged fees based on his usage of the services based 
on the operation history of the active sensor; a completely 
usage-based fee system is possible with a discrete security 
operation schedule. Therefore, the security service manager 
system provides on-demand home and other security services 
by a usage-based fee system. } 

The security service manager system in accordance with 
the present invention may be such that the security service 
manager terminal further includes fee estimation means for 
calculating and presenting a fee estimate from the operation 
plan. 

According to the arrangement, a fee estimate can be 
presented based on the operation plan for the sensor. Thus, 
the user can first check the fees which will be charged if he 
receives security services in accordance with the specified 
operate plan, before confirming the operate plan. 

The security service manager system in accordance with 
the present invention may further include a fee collection 
device, and fee collection means for collecting the fees 
calculated by the fee calculation means using the fee 
collection device. 

According to the arrangement, fees . can be collected 
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through a prepaid card, e-money, cash, a credit card, etc. 
using a suitable fee collection device. Therefore, the security 
service manager system can efficiently collect fees at the very 
site where security services are provided. 

A security service manager terminal in accordance with 
the present invention may include: sensor control means for 
transmitting a detection signal obtained from a sensor to a 
monitor device; history recording means for recording 
operation history of the sensor; and history reporting means 
for transmitting the operation history recorded by the history 
recording means to a central device including fee calculation 
means for calculating fees from the operation history. 

According to the arrangement, the security services fees 
can be calculated in the central device from the operation 
history of the sensor connected to the security service 
manager terminal used for the security services. Therefore, 
the user is charged fees based on his usage of the services. 
The sensor operation history giving a fee calculation basis 
may be any one of the length of time the sensor was in active 
operation, the number of transmitted images, and other 
information, or any combination of such information. 
Therefore, the security service manager terminal provides 
home and other security services by a usage-based fee 
system. 

Another security service manager terminal in accordance 
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with the present invention may include: sensor control means 
for transmitting a detection signal obtained from a sensor to a 
monitor device; history recording means for recording 
operation history for the sensor; fee calculation means for 
calculating fees from the operation history; a fee collection 
device; and fee collection means for collecting the fees 
calculated by the fee calculation means using the fee 
collection device. 

According to the arrangement, fees can be collected 
through a prepaid card, e-money, cash, a credit card, etc. 
using a suitable fee collection device. Therefore, the security 
service manager terminal can single-handedly implement the 
fee calculation and collection functionality, as well as the 
obtaining and transmitting of the detection signal from the 
sensor. As a result, fees can be collected efficiently at the 
very site where security services are provided. 

The security service manager terminal in accordance 
with the present invention may further include operation plan 
specifying means for specifying an operation plan for the 
sensor, wherein the sensor control means causes the sensor 
to operate in accordance with the operation plan. 

According to the arrangement, further in the security 
services, the sensor is operated in accordance with an 
operation plan specified in advance by the user. Besides, the 
user is charged fees based on his usage of the services based 



on the operation history of the active sensor; a completely 
usage-based fee system is possible with a discrete security 
operation schedule. Therefore, the security service manager 
terminal provides on-demand home and other security 
services by a usage-based fee system. 

The security service manager terminal in accordance 
with the present invention may further include fee estimation 
means for calculating and presenting a fee estimate from the 
operation plan. 

According to the arrangement, a fee estimate can be 
presented based on the operation plan for the sensor. Thus, 
the user can first check the fees which will be charged if he 
receives security services in accordance with the specified 
operate plan, before confirming the operate plan. 

A security service manager program in accordance with 
the present invention is a computer program causing a 
computer to function as each of the means in the security 
service manager system. 

According to the arrangement, each of the means in the 
security service manager system, hence the security service 
manager system, is realized on a computer. Therefore, the 
aforementioned home and other security services, an 
advantage of the security service manager system, is provided 
on demand and by a usage-based fee system. 

Another security service manager program in accordance 
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with the present invention is a computer program causing a 
computer to function as each of the means in the security 
service manager terminal. 

According to the arrangement, each of the means in the 
security service manager terminal, hence the security service 
manager terminal, is realized on a computer. Therefore, the 
aforementioned home and other security services, an 
advantage of the security service manager terminal, is 
provided on demand and by a usage-based fee system. 

The computer-readable storage medium containing the 
security service manager program in accordance with the 
present invention contains a security service manager 
program which enables each of the means in the security 
service manager system or the security service manager 
terminal to be realized on a computer and which manipulates 
the security service manager system or the security service 
manager terminal. 

According to the arrangement, the security service 
manager program, read from the storage medium, realizes the 
security service manager system or the security service 
manager terminal on a computer. 

The invention being thus described, it will be obvious 
that the same way may be varied in many ways. Such 
variations are not to be regarded as a departure from the 
spirit and scope of the invention, and all such modifications 
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as would be obvious to one skilled in the art are intended to 
be included within the scope of the following claims. 

INDUSTRIAL APPLICABILITY 
5 The security service manager system in accordance with 

the present invention is capable of providing on-demand 
security services at usage-based rates and suitable for home 
security services where the user can readily install devices 
only when he needs them, and ! quickly start using the services, 
10 for example, until children have grown up in a nuclear family 

and when the parents are out of home or the family is on an 
overseas travel. 



